- Goals of Research EIET
W - ldentify areas of focus for current and future IV&V projects -SRI S S
| based off of trends observed from cross mission anomaly study. SRS 1) s the anomaly software related?

W - Support current IV&V analysis on projects using heritage code B B 2) Could software have prevented or
| by identifying anomalies specifically related to areas of reuse. (SN reduced the impact ofEchis anomaly?

- Increase the value added for IV&V by: SRR ) \\as the anomaly within the scope of
+ Identifying anomalies that occurred in areas of past SRR [V &V’s analysis effort for the project?
IV&V coverage R -
+ Recognizing areas of ﬁotential risk in IV&V’s analysis SRR 1) [How can the V&V Program use these
process based off of the anomalies VISR {indings to improve processes and
+ Generating lessons learned to improve the quality of B i analysis efforts in the furture?
analysis in the future. B

%% . . |Electrical / Power System Anomaly -
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_ . . . . 3 B L N Bafe P L - M A “noisy” telemetry system produced a spurious data point
MM The single board computer reset multiple times due to radiation flares e Lo SRR . 3B (. using the power System to think Battery Pack A was fully
R¥ cxceeding the radiation hardness of the spacecraft’s hardware. Some science ESEEECIEEEIINECIINEITIESERRRF 0 S charged. The system then placed BP A into trickle charge

g data being stored was lost during each upset. O . & S AW mode. It took a complete discharge cycle for the battery to
: o R ol e . BN RSN I return to normal charge.
1) Not software related ; _ : |
2) Software based fault protection should have been 1) Software did not directly cause the anomaly.

in place to monitor for high radiation conditions and

cotld have reduced the impact of the anomaly. 2) Software based fault protection should have been

in place to validate data points received by the spacecraft.
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3) IV&V raised concerns about radiation and the lack
of an adequate response. The project ensured that " e B
appropriate measures were in place to handle any oy Lo Transition adapter
situation ' 5. 2 - — 1

ey o T i — B4 B SR 3) This aspect of the spacecraft was not covered in the

L. : CHIPSat IA. However, our anomaly research effort indicated
that there was a missing requirement related to the power
system’s verification of signals.

4) Lessons Learned

- NASA IV&V personnel need to understand L2 Bl Magnetorquers 0 & 2 —P & P R P gl o Ky 4) Lessons Learned
:h(i}llmpact of gﬂvuoml?er}llti}llcondltlonskr.elated ot T SR Yo —- o o - A spacecraft’s fight software makes mission critical
F?lrtﬁeﬁfpa%i?(‘)mgln S‘}TO &(1: d en(;ﬁrag fhvgfih:;egére v s L b s A i e AP decisions every minute based on data points received
measurésp in place to mitigate problems that may | . from external input. Data points, especially those

arise because of these environmental conditions SR -/ Y solar panel

which are used ﬂight software to perform mission
rritical fiinctinnalilsr chnitlAd be Tvrovif;a(] iy fliaht t

In the case of CHIPSat, the A/CDH should have had
functionality in place to verify that the data point

(radiation heat Cold light etc-)- - | = .. - ; { A : ..l- L o ‘I.- . . - ; LIILILUL T Ul Llullulll.—)" DLV ULINE LW AL U] J.l.lal.ll.
: 4 4 . el el Wa. A ' o A R M software to prevent erroneous paths of execution.

Some questions to ask: Y Bus avionics /
i. Inwhat ways could this spacecraft be affected by each s R ey l 5 received Wisatcirate batare sxeciitin
environmental condition? R F'i:\ € !\q BRI o | further operations &
ii. Is there any flight software on the spacecraft related to direct Noa o %— A : ' : :
control over systems whose purpose is managing environmental < : %,
conditions? Is the software adequate? i

iii. What kind of software based fault protection is/should be
in place for monitoringHenVironmental conditions that T & A ) _
could affect the craft? How does/should the software { Il W gt B o : Reaction wheels
handle adverse conditions? "y — y o |
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A -1 ACS Anomalie
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® The spacecraft entered a tumble after a reaction wheel failed. ' 32l & B " | Anincrease in current draw to a reaction wheel was observed.
B A redundant wheel was substituted and the spacecraft returned RO AR Shortly after, the ACS lost communication with a wheel
! to its nominal state. R S e and the spacecraft entered a tumble.

1) It was undetermined if software caused the anomaly. T . - & 1) Undetermined if software caused the current spike. However, it is likel
_ S5 O Y that the loss of communication between the ACS and the wheel was software
2) Software should have been able to reduce the amount of time that the TR DR, v related.

spacecraft was in tumble, as the only way for CHIPSat to recover from

a tumble scenerio was through ground intervention. U RN ) Software could have monitored the current levels and reacted autonomously if
4 _ . , SRR L AR there was a spike. Further, software could have helped recover the satellite from
SR 3) The true root cause was undetermined, so IV&V’s involvement with the el tumble without ground intervention, thus reducing the risk of mission loss due to
; | affected area is ambigious. SRR v ol communication issues with the ground.

> S y 3) The IA had access to the ACS ICD. However, in our opinion, the ICD did not provide
Nt AT enough detail to identify if the correct design was in place to handle this type of issue.

4) Lessons Learned

- Redundancy in mission critical systems is a must. IV&V should verify that a protocol is in

place to handle failure of mission critical systems, whether they reside in hardware or software,
in a way that causes the least impact to the mission. In the case of one anomaly, the broken wheel
was able to be replaced without significantly impacting the mission.

- Be very clear on what was verified and validated in respect to the project, especially regarding question 3 analysis (how does the system perform under adverse conditions).
i. In the case of CHIPSat, [IV&V performed an indef)endent assessment. Due to the nature of the assessment (far from a full IV&V effort) and the limited amount of documentation
present in the analysis, it was difficult to precisely determine what IV&V covered

Some questions to ask:
i. Can the flight software identify faults occurring in mission critical and safety critical systems in real-time?

ii. What is the response of the flight software covering critical / safety systems?
iii. [s the response of these systems adequate?
iv. Does this response take into account systemic trends?

- Utilize Subject Matter Experts to analyze the mission critical components of all [IV&V analysis efforts.
- Could the issues leading to these anomalies have been prevented by the use of a Subject Matter Expert by the development team?
- All missions, regardless of funding source and size, should have baseline fault protection systems to prevent loss of mission due to easily preventable and predictable failures.
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